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1. This is the Data Breach Procedure (“Procedure”) of [Insert name of Trust] (“the Trust” / “we” / “us”).

2. The Trust recognises that personal data breaches may give rise to significant legal, operational, safeguarding and reputational risks if not managed appropriately. This Procedure has therefore been implemented to ensure that data breaches are identified, reported, managed and recorded in a consistent and compliant manner.

3. This Procedure establishes the framework which must be followed whenever the Trust becomes aware of an actual or suspected personal data breach.

4. This Procedure applies to all staff, schools, departments, contractors and other individuals acting on behalf of the Trust where they identify, report, manage or respond to a data breach.

5. This Procedure does not form part of any employee’s contract of employment and may be amended at any time.

6. The Procedure will be reviewed and updated in accordance with documented review dates, though the Trust reserves the right to update this Procedure at any time where it is more immediately necessary to do so, for example because of operational changes, court or regulatory decisions, or changes in regulatory guidance.


Data Breach
7. A personal data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal information.

8. Examples of data breaches include:

 8.1  	sending personal information to the incorrect recipient;
 	     8.2 	  loss or theft of devices, files or paperwork containing personal information;
 8.3   unauthorised access to systems or records; 
 8.4   phishing, ransomware or other cyber incidents; 
 8.5   accidental deletion or alteration of information; and 
 8.6   disclosure of personal information without lawful authority.

9. This list is not exhaustive. If there is any doubt as to whether an incident constitutes a data breach, it must be reported in accordance with this Procedure.

Reporting A Data Breach
10. Any individual who becomes aware of an actual or suspected data breach must report it immediately.

11. Where a school becomes aware of a data breach, it must notify the Trust’s central team without delay.

12. The school or reporting individual must provide:

12.1 the date and time the breach occurred or was identified; 
12.2 details of how the breach occurred; 
12.3 the categories of personal information involved; 
12.4 the individuals or groups potentially affected; 
12.5 details of any immediate containment actions taken; and 
12.6 any other relevant information relating to the incident.

13. Schools, departments and staff must not notify affected individuals or external organisations directly unless authorised to do so.


Creation of Breach Record In DPOwl
14. The Trust’s central team is responsible for creating and managing data breach records within the Data Breach Register in DPOwl.

15. Upon receipt of the breach notification, the central team must:
15.1 access DPOwl; 
15.2 navigate to the Data Breach Register; 
15.3 select “Add Data Breach”; and 
15.4 complete all mandatory stages of the request process.
16. The process consists of the following stages:

Step 1 – Requestor Details
17. The central team must record the details of the person submitting the request.

Step 2 – Incident Overview
18. The central team must record the details of the breach, including:

18.1  the date the breach occurred or was identified; and
18.2  the details or facts of the breach.

Step 3 – Impact and Risk Assessment
19. The central team must record information concerning the impact of the breach including:
19.1 the categories of individuals affected;
19.2  the estimated number of individuals impacted;
19.3  the categories and number of records subject of the breach; and
19.4  the potential risks arising.

Step 4 - Breach Response
20.  The central team must record any immediate containment actions taken in response to the breach.

21. Depending on the nature of the breach, this may include:
21.1 recalling emails; 
21.2 contacting unintended recipients; 
21.3 recovering documents or devices; 
21.4 changing passwords; 
21.5 disabling accounts or access; 
21.6 isolating systems; or 
21.7 obtaining support from IT providers.

Step 5 – Review and Submit
22. Before submission, the central team must review the information entered in DPOwl to ensure that it is accurate and complete.

23. Once submitted:
23.1 the breach will be recorded within the Data Breach Register; and 
23.2 the DPO will be notified of the submission.

Step 6 – DPO Review
24. Upon submission, the DPO will assess the request. The DPO review will include assessing:

24.1 the severity of the breach; 
24.2  the risks posed to affected individuals; 
24.3 whether the breach is reportable to the Information Commissioner’s Office (“ICO”); 
24.4  whether affected individuals must be notified; 
24.5  further containment or mitigation measures; and 
24.6  any wider governance or compliance actions required.

Step 6 – Notifications and Outcome
25. The DPO will support the Trust in preparing notifications to the ICO and/or affected individuals.

26. Where the breach is reportable to the ICO, notification must be made without undue delay and, where required, within 72 hours of the Trust becoming aware of the breach.

27. Where notification is made outside of the 72-hour period, reasons for the delay must be recorded.

28. Where a breach is likely to result in a high risk to the rights and freedoms of individuals, affected individuals may need to be informed without undue delay.

Record Keeping and Closure
29. All data breaches, regardless of severity, must be recorded within DPOwl.

Post Incident Review
30. Following closure of the breach, the Trust may implement further actions where appropriate, including:

30.1 staff training; 
30.2 amendments to policies or procedures; 
30.3 additional technical or organisational measures; or 
30.4 further monitoring or audits.

Changes To This Procedure
31. The Trust will keep this Procedure under regular review and may amend it from time to time to reflect operational, legal or regulatory changes.
	

June 2026 version 
image1.jpeg
h EDUCATION

The schools only law firm




