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Introduction

1. This is the Systems Procedure of [Insert name of Trust] (“the Trust” / “we” / “us”). 

2. The Trust recognises that schools and departments may seek to introduce new systems and digital tools in order to support operational, educational and safeguarding functions. However, where systems are implemented without appropriate governance oversight, this may give rise to risks relating to data protection compliance, contractual safeguards, cyber security, safeguarding, records management and wider information governance obligations. This Procedure has therefore been implemented to ensure that appropriate governance checks are completed before systems are introduced within the Trust environment. 

3. This Procedure establishes the framework which must be followed whenever a new system, application, platform, software solution, digital tool or third-party service is proposed for use within the Trust or any of its schools. 

4. The Trust utilises the DPOwl Systems Register to manage and document requests relating to the introduction of new systems. The Systems Register has been designed to centralise the Trust’s: 

4.1  system approval process;
4.2     review of third-party Data Processor agreements; and
4.3      completion of Data Protection Impact Assessments (“DPIAs”).

5. This Procedure applies to all staff, schools, departments, contractors and other individuals acting on behalf of the Trust where they are seeking to introduce, procure, trial or substantially change a system or application which may process Personal Information. 

6. This Procedure does not form part of any employee’s contract of employment and may be amended at any time. 

7. The Procedure will be reviewed and updated in accordance with documented review dates, though the Trust reserves the right to update this Procedure at any time where it is more immediately necessary to do so, for example because of operational changes, court or regulatory decisions, or changes in regulatory guidance.


Systems Register Process

8. Where the trust or a school wishes to introduce a new system or application, the Trust’s central team must be notified before the system is implemented, procured , trialled or used.

9. The Trust’s central team will be responsible for managing the Systems Register process within DPOwl.

10. Upon notification from a school or department, the central team will create and manage the New System Request within DPOwl.

11. The central team must:

11.1 access DPOwl;
11.2 navigate to the Systems Register;
11.3 select ‘New System Request’; and
11.4 complete all mandatory stages of the request process.

12. The New System Request process consists of the following stages:

Step 1 – Requestor Details

13. The central team must record the details of the person submitting the request.
Step 2 – System Overview
14. The central team must record key information regarding the proposed system including:

14.1 the application or system name;
14.2 the supplier or provider name; and
14.3 the intended purpose of the system. 

Step 3 – Contractual Safeguards
15. The central team must upload or obtain relevant contractual documentation relating to the proposed system. Wherever possible, this should include:

15.1 the supplier agreement;
15.2 the Data Processing Agreement (“DPA”);
15.3 terms and conditions;
15.4 privacy documentation; and
15.5 any relevant security or compliance documentation.

16. The purpose of this stage is to allow the DPO to assess whether appropriate contractual and data protection safeguards are in place.

Step 4 – Screening and Assessment
17. The central team must complete the screening and assessment questions within the Systems Register using information provided by the school, supplier and/or relevant stakeholders.

18. The screening process is designed to identify:

18.1 how widely the system will be used;
18.2 number of individuals affected;
18.3 types of personal information processed;
18.4 the categories of personal information involved; 
18.5 location of the data; and
18.6 relevant risk indicators.

19. The information collected during screening will be used to support the DPO’s assessment as to whether:

19.1  the supplier is acting as a controller, data processor, or joint controller;
19.2  the contractual safeguards are sufficient;
19.3  a DPIA is required; and
19.4  If any additional mitigations or safeguards are necessary.

Step 5 – Review and Submit
20. Before submission, the central team must review the information entered to ensure that it is accurate and complete.

21. Once submitted:

21.1  the request will be recorded within the Systems Register; and
21.2  the DPO will be notified of the submission.

Step 6 - DPO Review
22. Upon submission, the DPO will assess the request. The DPO review will include:

22.1 reviewing the contractual documentation;
22.2 assessing whether the supplier is acting as controller, data processor, or joint controller;
22.3 reviewing whether Article 28 UK GDPR requirements are met;
22.4 identifying any areas of concern or contractual risk;
22.5 determining whether a DPIA is required; and
22.6  providing advice, recommendations or required actions.

23. Where the screening and assessment process identifies that the proposed processing is likely to result in a high risk to the rights and freedoms of individuals, a DPIA may be required. 

24. Where a DPIA is required:

24.1 the DPO will notify the trust and/or school and provide support in completing the DPIA;
24.2 the DPIA process must be completed before the system is implemented;
24.3 outcomes, risks and mitigation measures will be documented; and
24.4 the completed DPIA will be stored and maintained within DPOwl.

Approval and Implementation
25. Systems must not be implemented or used until the relevant governance checks have been completed.

26. Approval may be subject to conditions, recommendations or required mitigations.

Record Keeping
27. The Systems Register will maintain an auditable record of:

27.1 submitted requests;
27.2 screening responses;
27.3 DPO assessments;
27.4 contractual reviews;
27.5 DPIA decisions and outcomes; and
27.6 approval decisions.

Changes to this Procedure 
28. The Trust will keep this Procedure under regular review and may amend it from time to time to reflect operational, legal or regulatory changes.
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